5542 B T W) W ofF % W
2021 %7 H

Vol.42 No.7

Journal on Communications July 2021

BT 5 4E1s m) Y T RE B SRR BO%

Bk, RRF, KT, K&, FHR

(5 B TRER %S TR e, W FBM 450001)

O R PRI SO, AT docs pdf SEE LSO, SR T —RESE T A AEIE
e SCAFREZIBE TS o BETZ AR, vt T 2T SO G A R BT I R SO S, Re g RIS B 7E N A2
HISCAF B . IR 25 IR, ISR AR08 I A I AE G BE 2t SCARAR DGR e B A5 B, il sefrsa . otk
WESARVEAT A, MEZURSHIREIAE] 100%; 1 HAFSLARLN F RSO0, SO B Edm B 200 R L 31 87.5%, T
BE TR SO REZN SR RORE B

KHEIR: SCHRMEZ): WAFIGIE; WAFRE R TR R S5

PESES: TP309

SCHRFRIRED: A

DOI: 10.11959/j.issn.1000-436x.2021143

Memory fragment file carving algorithm based on
the reverse of the structure chain

LI Binglong, ZHOU Zhenyu, ZHANG Yu, ZHANG Heyu, CHANG Chaowen
Cryptography Engineering Academy, Information Engineering University, Zhengzhou 450001, China

Abstract: To address the extraction of document evidence for doc, pdf, and other common file types in the memory im-
age, the model of fragment file carving based on memory image was proposed. Then, on the basis of the model, the frag-
ment file carving algorithm based on the reverse of file object structure chain was designed and implemented, the algo-
rithm was able to get file data left behind in the memory image file. The experimental results show that the proposed al-

gorithm can successfully carve out of memory file’s metadata, and the accuracy is 100%, and in a typical application case,

the accuracy of the algorithm for memory file can achieve 87.5%, far higher than disk-based file caving algorithm.
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